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We live in an interconnected, 
threatening world.
Beware of:

Too much?
We think so too. But there are real issues here.

Unless addressed, these two factors combine to drive up the risk of a major IT breach. 
It is not unreasonable to suppose that whilst you will be fine on 

July 15th, it will only be a matter of time from then.

A BIT OF REALITY…
Windows Server 2003 going end of life will mean two things:

2 Lack of compliance to Industry and Regulatory Standards

Data Protection Act 
Principle 7

“Appropriate technical and 
organisational measures shall be 
taken against unauthorised or 
unlawful processing of personal 
data and against accidental loss 
or destruction of, or damage to, 
personal data.”

Insurance Industry

HIPAA Security Rule states that 
covered entities must 
“implement security measures 
sufficient to reduce risks and 
vulnerabilities to a reasonable 
and appropriate level.”

Payment Card Industry
[eg. VISA & MASTERCARD]

All organisations must "Ensure 
that all system components and 
software are protected from 
known vulnerabilities by having 
the latest vendor-supplied security 
patches installed. Install critical 
security patches within one 
month of release.

Whilst there is no definitive line taken on specific pieces of software by these organisations, 

it would be a difficult position to defend should an incident occur.

So...
...what are your options going forward?

Option ONE

Windows
Server 2003

Windows Server
2003 EOS

Option TWO
Use this as an opportunity to embrace a new generation of technical capabilities 

to drive your business forward.

Moving away from Windows Server 2003 not only helps manage the risks, it opens up a 
world of mobile working, scalable IT provision (up and down), and cost savings.

1. Understand what you've got today 
2. Assess your options

3. Work with Eclipse for an easy migration

For a clear headed approach to moving forward, please see our Guide:

 Journey to the Cloud.

    Keep existing systems 

Accept the risks 

Live with additional costs for a bespoke 
support service from an independent provider

Partner
Gold  Messaging   
Gold  Communications 
Silver Hosting  

You have built a successful business over a 

number of years, adding new technologies  

to its portfolio periodically. It’s time to  

get to know Cloud. Make a much 

welcomed addition to your business today. 

Please get in touch, we’ll be ready to help!

0845 122 4333
journeytothecloud@eclipse.net.uk
www.eclipse.net.uk

Microsoft will not support 
Windows Server 2003 
after July 14th 2015
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‘Coincidentally, also 
Bastille Day, when 
France celebrates 
the French Revolution - 
a period of immense 
turmoil’
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1 Increased vulnerability to a malicious security breach

Heartbleed Bug
In 2014 a serious vulnerability was 
discovered in the encryption technology 
used to protect many of the world's 
major websites, leaving them 
vulnerable to data theft.

The so-called ‘Heartbleed’ bug is said to be one of the most serious 
security flaws ever found, partly because it remained undiscovered for 
more than two years.

Attackers can exploit vulnerable versions of the open-source software 
known as OpenSSL – which runs on millions of web servers – to steal 
passwords, credit card details, encryption keys and other sensitive 
data, without leaving any trace.

Sony Hacked
Sony Pictures Entertainment 
faced cyber attacks that shut 
down the company's computer 
system, the group revealed nearly 
40 GB of data which contained 
confidential information of Sony employees such as salaries,
addresses, and the US Social Security Numbers. Also, high-quality 
versions of newest films distributed by Sony Pictures were also 
leaked online.

Data Theft

And what hits the big guys, hits the rest of us

In Small Businesses 2014

43%

33%

16%

12%

4%

Attacked by an 
unauthorised 
outsider

Infected by viruses or 
malicious software

Detected that outsiders had 
successfully penetrated their network

Know that outsiders have stolen 
their intellectual property or 
confidential data

Hit by denial of 
service attacks

Trends since 2013

% of respondents 
that had a breach

Average number of 
breaches in the year

Cost of the worst 
breach of the year

Overall cost of 
security breaches

Source: Department for Business Innovation & Skills. 2014 Information Security Breaches Survey

The average cost of a 
firm’s worst security 
breach is rising 
significantly.

Low High

£65,000 £115,000

£600,000 £1.15 mil

Small
Business
Large
Firms

Serious breaches of the 
Data Protection Act will 
mean penalties up to 
£500,000

Costs expected to 
triple in months after 
end of support 

For Windows XP, costs 
went up to £500 per 
seat after two years 

- Making technology easy & enjoyable - 

Part of 

We recommend Microsoft Windows Server 2012 R2

 


